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1.0  Introduction

The Australia/New Zealand Standard (AS/NZS 31000:2009) for Risk Management provides a ‘ready-made’ framework that enables a consistent and comprehensive approach to risk management across agencies. 




The risk management procedures outlined in the Standard requires the following procedures be undertaken: 

1. Establishing context and culture (i.e our the risk environment);

2. Identifying our risks;

3. Analysing the identified risks;

4. Assessing or evaluating the risks;

5. Treating or managing the risks;

6. Monitoring and reviewing the risks and the risk environment regularly; and Continuously communicating and consulting with stakeholders.

2.0  Definitions

2.1 Risk

The chance of something happening that will have an impact on objectives.  It is measured in terms of likelihood and consequences.  Further see appendices 1,2 and 3. 
2.2 Risk Assessment

The overall process of risk identification, risk analysis and risk evaluation.

2.3 Risk Management

The culture, processes and structures that are directed towards realizing potential opportunities, whilst managing adverse effects.

2.4 Risk Reduction

Actions taken to reduce the likelihood, negative consequences or both, associated with a risk.  Further see the Hierarchy of Controls Appendix 4.
2.5 Risk Treatment

The process of selection and implementation of measures to modify risk.

2.6 Risk Transfer
The process of selection and implementation of measures to modify risk.

2.7 Risk Acceptance

Risk acceptance is the acknowledgement that there is a risk and of the consequences that may result, which is accepted.

3.0 Risk Management Methodology 

The risk management process is the systematic application of management policies, procedures and practices to the tasks of establishing the context, identifying, analysing, evaluating, treating, monitoring and communicating risk.

· Strategic risks

· Maintaining a safe work environment for employees;

· The safeguarding and maintenance of assets;

· Management of human resources; Health, hygiene, epidemiology

· Fire, emergency procedures

· Management of technology and information resources;

· Ensuring compliance with its environmental obligations;

· Achieving established objectives and goals;

· The reliability and integrity of financial and operational information;

· Compliance with internal policies and procedures;

· Compliance with laws and regulations;

· Changes in internal and external environments; and

· Managing the business for ‘business interruption

· Possibilities of natural disaster

4.0 Risk Management Dimensions

4.1 Human Resources Risk

This includes: 

· OHS requirements, compliance with OHS Act

· Protective equipment where applicable eg. safe foot ware, sun smart protection, adequate structural protection, shade

· Hazard Assessment

· Communications

· Governance, chain of command, succession

· Staff morale

· Industrial relations issues in relation to the organisation, its staff, customers, contractors and the public.  

· Liaison with Department of Public Health, hospitals, medical centres, Department of Community Welfare

· Child protection

· First Aid

· Crowd size

· Demographics

· Behaviour catalysts eg. music, alcohol, mass hysteria

· Counselling, mediation

· Lost property

· Lost children

· Site safety walk

· Bad weather planning

· Threats – phone, personal

4.1.1 Health/Injury/Disease Risk

· Hygiene, toilets, washing, facilities, access

	Sex
	WC
	Urinal
	Basins
	Shower

	M
	1:50
	1:100
	1:75
	1:100

	F
	1:25
	NA
	1:75
	1:100


· Disability services

· Services for the elderly

· Contamination Risk

· Rodents

· Waste resources, cleaning, timing

· Drug affected persons (not including alcohol)

· Alcohol affected persons

· Gas, electricity, water safety

· Fire caused by electrical installations

· Fire risk caused by gas bottles, Liaison with Fire Department

· Fire equipment and escapes

· Structural  (temporary?) collapse

· Broken glass 

· Food preparation, storage and poisoning

· Utensil cleaning

· Electrical safety, power failure

· Water access, failure

· Security services

· Emotional, stress, psychological risk

· Medical services on call, ambulance, first aid, sick bay

· Exposure to sun, radiation, cold, smoking.
· Laundry
4.2 Strategic Risk

Strategic risk is based on the strategic environment and the failure of the organisation to achieve its stated goals and objectives, for example, as documented in its strategic and business plans (vision, mission, strategy, key performance indicators, etc)

4.3 Operational Risks

Operational risks are associated with the day to day operations of procedures within an organisation.  This includes everyday events and routine activities.  A key aspect of all operational risk is capacity to communicate.  All events and organisation of people must have an effective communication plan.

· Two-way radios

· Information and Communications Technology

· Ticketing

· Governance, program rationale, management group philosophy

· Volunteer management, staffing changes

· Site management

· Entry and exit

· Event management

· Control room

· Backup systems

· Maintenance staff, tradespersons

· Large events – engineers

· Property security

· Cultural diversity

4.4 Asset Management, Development and Maintenance Risk

Risk areas addressed within this section include:

· The management/safeguarding of property and assets; 

· Including the maintenance and development of new/existing sites and facilities and 

· The purchase/maintenance operational equipment and supporting resources.

· Security services

· Structure of temporary accommodation

· Stages, platforms and performance facilities

· Toilet area lighting

· Skirts, load capacity

· Seating anchorage

· Scaffolding

· Indoor and outdoor event compliance

· Lifting, lighting, manual handling

· Power requirements

4.5 Legal, Contractual and Regulatory Risk (including compliance and liability)

· Includes consequential loss

· Non-compliance with legislative and regulatory requirements

· Procurement

· Conduct of tender processes

· Corporate governance

· Accountability mechanisms

· Management of contracts

· Non-compliance with contract terms and conditions and 

· Public and product liability

· Health Act

· OHS Act

· Dangerous goods and contaminants

· Loss of key contractors

· Event approval not obtained

· Insurance

4.6 Finance and Economic Risk (including interest rates and foreign exchange)

· Income stream acquisition and development

· Budget

· Accountants, financial management package

· Credit

· Credit risks

· Maintenance and growth of revenue streams

· Fraud and corruption control, and 

· Delays in receiving projected revenue.

4.7 Sales/Market Risk

Threats and opportunities in terms of the chosen industry or other customer base, and the competitive local and / or global environment which the organisation services or otherwise targets. This includes expected or unexpected new entrants, changes in competitors, changes in customers, their needs or expectations (See also Technology risk).

4.8 Reputation and Image Risk (involving stakeholders - shareholders, staff, customers and the public) This includes: 
· The political and community profile

· The media and media coverage of the organisation

· Protestors

· Information centre and communication

· Signage

· Layout, mapping

4.9 Political and Change Risk

This includes political decisions that influence the operations of the organisation (‘stroke of a pen’ risk), key political appointments that influence the organisation, liaison with key stakeholders and the community, and the integration of the organisation with new acquisitions, mergers or joint venture activity.

4.10 Environmental Risks

· Contamination

· Waste management

· Hazardous materials, MSDS storage and access

· Spills

· Noise

· Water and air pollution

· Staff and public exposure to dust, noise, contaminants

· Contractors or the public, either due to accident, inadvertent or deliberate action(s), or negligence.  

· Noise Nuisance caused to neighbours

· Excessive litter left at end of event

4.11 Training and Expertise Risk

· Consultants

· Expert advice

· Staff competence

· Induction of staff

· Induction of volunteers

4.12 Technology and Information Risks
Includes the application, obsolescence or change in technology solutions affecting the organisation’s business. Also:

· Security,
· Integrity,
· Availability,
· Confidentiality,
· Management and storage of information

· In both electronic and paper form

· Intellectual property issues including ownership, loss, theft, unauthorised disclosure, abuse and infringement.

4.13 Criminal Activity Risk

· Disorderly conduct

· Consumption of alcohol and related activities and human behaviours

· Drug taking and related outcomes

· Civil disorder

· Vandalism

· Weapons

· Liaison with police

· Security around vehicles, parking, toilets

4.14 Operational/Crowd Safety Risk

· Overcrowding

· Lighting failure

· Traffic and thoroughfare hazards

· Extreme weather

· Communications failure.

· Contingency planning

4.15 Traffic Management Risks

· Lack of Parking

· Inadequate access for emergency vehicles

· Managing people flow, bollards, barricades

· Liaison with police.

4.16 Promotion/PR Risks

Inadequate funding for event, loss of key personnel

4.17  Ethical Risks

Risks associated with:

· Activity of minors

· Supervision

· Conduct of people and acceptable behaviour according to societal norms. Eg. public urination, mixing of sexes, management of money.

Appendices

Appendix 1 – Traditional Two Dimensional Risk Matrices

Table 1: Consequence Matrix

	Level
	Descriptor
	More Detail
	Injuries
	Financial Impact
	Operational Impact

	1


	Insignificant
	Low Impact, low profile
	None
	<$1000
	Little impact <1 hour

	2


	Minor
	Public embarrassment, 

low impact and low news
	First Aid
	<$1-10,000
	Inconvenient delays

1hr-1day

	3


	Moderate
	Public embarrassment,

Moderate news item
	Medical Assistance
	<$10-$50,000
	Significant delays

 1day – 1week

	4


	Major
	Loss of production capabilities, public embarrassment, 3rd party action, high news impact
	Extensive Treatment
	<$50-$150,000
	Non achievement certain aspects 1 wk-1 mth

	5


	Catastrophic
	Public embarrassment, 3rd party action, high news and impact
	Deaths
	+$150,000
	Non achievement of objectives +1 month


Table 2: Likelihood Matrix

	Level
	Descriptor
	More Detail
	As a guide…

	A


	Almost certain
	Is expected to occur in most circumstances
	Once in a year

	B


	Likely
	The event will probably occur at least once
	Once in 3 years

	C


	Possible
	The event might occur at some time
	Once in 10 years

	D


	Unlikely
	The event is not expected to occur
	Once in 30 years

	E


	Rare
	The event may occur only in exceptional circumstances
	Once in 100 years
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